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FUNCTIONAL CHARACTERISTICS OF DESTABILIZING FACTORS OF
THE INTERNAL ENVIRONMENT OF ECONOMIC SECURITY
OF MACHINE-BUILDING ENTERPRISES

By investigating the destabilizing factors of the internal and external environments of machine-build-

ing enterprises, the existence of excessive interference of state bodies in production activities, which
manifests itself in an unjustified number of scheduled and unscheduled inspections, burdens with
excessively rigid regulations, national standards and / or technical specifications, was established. This
situation leads to an increase in the number of unofficial ways to resolve issues with public authorities.
The article is deal with the systematization of external and internal threats to the economic safety of
machine-building enterprises by establishing and statistically confirming the list of key threats, which
enabled to justify the priority areas of activity in the field of integrated provision of economic security of
enterprises through the application of mutually agreed actions at macro and micro levels.
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Lnaxom gocnigykeHHA aectabinisayroumx YNHHWKIB BHYTPILWIHbOTO i 30BHILUHbOIO cepeaoBuLL, Malln-
HOOYAIiBHMX MIANPUEMCTB BCTAHOBNEHO (haKT iCHYBaHHA HaAMIPHOIro BTPY4YaHHA AEP>KaBHMX OpraHiB
Yy BUPOBGHMYY AIAMNBHICTb, WO NPOABMAETLCA Y HEBUMPABAAHIN KiNbKOCTI NNaHOBUX Ta No3annaHoBUX
nepeBipoK, 06TAXXEHHI HaAMIPHO >KOPCTKMMM pernamMmeHTauiAMu, HauioHanbHMMK cTaHpapTamu i/abo
TEXHIYHMMW YMOBaMU TOLWO. Taka cuTyauia Npnu3BoanTb A0 3POCTaHHA KiNbKOCTi HeodiLiiHMX cnocobiB
BUPIWEHHA NUTaHb i3 Aep>XXaBHUMM opraHamu Bnaaun. Y ctaTTi 34iiCHEHO cucTeMaTu3alito 30BHILIHIX
Ta BHYTPILLHIX 3arpo3 AnA eKoOHOMIiYHOT 6e3nekn MalWnHOBYAIBHMX NiANPUEMCTB Yepe3 BCTaHOBINEHHA
i cTaTUCTUYHE NiATBEPMAKEHHA Nepeniky KMoYoBMX 3arpo3s, WO Aano 3Mory o6rpyHTyBaT NpiopuTeTHI
HanNpAMW AIANbHOCTI y cdepi KOMNNeKcHoro 3abesneyeHHA eKOHOMIYHOI 6e3nekn NiANPMEMCTB Yepea

3aCTOCYBaHHA B3aEMOY3rO>KEHNX A Ha MaKpOo- Ta MiKPOPIBHI.
KniouoBi cnoBa: ekoHomiyHa 6e3neka, MalWMHOOYAIBHI MiaNpPUEMCTBA, 30BHILIHI Ta BHYTPILIHI

3arposu, piHaHCOBWI CTaH, iIHHOBAaLiNHa aKTUBHICTb.

Formulation of the problem. The process of
ensuring the economic security of enterprises
is one of the decisive aspects of their successful
activities; he has a number of specific features,
depending on the volume, type of activity, finan-
cial resources, activity of innovative investment
and foreign economic activities, quantity and pro-
fessionalism of personnel of each enterprise. The
dominant nature of this process determines the
need for an integrated approach to ensuring eco-
nomic security, which allows developing its ade-
quate system, identifying and taking into account
the influence of destabilizing factors of the internal
and external environment, utilizing the opportu-
nities created by these environments in order to
achieve the interests of the subject of economic
activity.
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Analysis of recent research and publications.
The work of a number of domestic and foreign scien-
tists, in particular, Alkemi V.G., Bandurka O. M., Bez-
bozhne V. L., Belousova |.A., is devoted to the study
of the process of ensuring economic security taking
into account the peculiarities of the impact of threats
and the sectoral affiliation of economic entities., Ben-
dikova M. O., Beloshurskaya N. V., Bobrova Ye. A.,
Borisenko Z. M., Varnalia Z. S., Vasiltsiv T. G.,
Galitsy I. O., Gichov N. Yu., Grushka V. I., Deni-
senko M.P., Zhivko Z. B., Zakharova O., Zerka-
lova D. V., Shkarlet SM, Shulgy I.P., Yurkov N.Ya.,
Yaremenko O.F., Yarochkina V.I.

Task setting is to analyze the indicators of the
state of the machine-building industry of Ukraine
on the subject of compliance with economic
security.
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Presentation of the main research material.
The destabilizing factors of the economic secu-
rity of an enterprise of machine building of the
internal environment are the challenges, threats,
risks and dangers that are caused by personnel
actions, problems in the work of equipment and
technologies, miscalculations in the formation of
methods and forms of organization of production,
the provision of financial and other resources, etc.
Particular attention among all the manifestations
of destabilizing factors in the internal environment
requires threats, because they create the need for
management decisions and implementation of a
set of measures to prevent the onset of risks for
the enterprise machine engineering.

To visualize the ranking of threats to the eco-
nomic security of machine-building enterprises of
the internal environment, we have constructed a
visual model of their hierarchical ordering (Fig. 1).
In our opinion, it is advisable to substantiate the
obtained results in a certain way, based on the
materials of the analytical research of economic
activity of a number of domestic machine-building
enterprises, the results of scientific and applied
developments of analysts, information from the
State Statistics Committee, etc.
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Fig. 1. Hierarchical ordering of internal threats
for machine-building enterprises of Ukraine

The first level is represented by the threat
connected with the provision of economic activ-
ity of machine-building enterprises by working
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capital. In accordance with the results of the
analytical study of the state and results of the
financial and economic activity of the pre-se-
lected sample of PTM, including PJSC "Kvazar",
PJSC "Impulse", PJSC "Company Dnipro", PJSC
"Saturn", PJSC "Khartron", Sumy PJSC SELMI,
we identified and identified the threat that is
typical of most of the above-mentioned enter-
prises and is associated with a lack of working
capital. The basis of such a statement was the
calculation of the coefficient of providing their
own working capital.

The second priority level of counterac-
tion identified the threat associated with the
financing of innovation activities. Thus, accord-
ing to the data of the State Statistics Commit-
tee, the share of machine-building enterprises
engaged in innovation activity (including the
production of vehicles and equipment) is low: in
2005 - 21.97%; 2011 — 24.46%, 2016 — 24.65% [3].
The volume of financing of innovation activity has
a positive dynamics: in 2005 - 1619251,9 thousand
UAH; 2011 - 2731693,4 thousand UAH; 2016 -
3079143,5 thousand UAH, but the share of enter-
prises that implemented innovations is low: in
2005 - 17,01%; 2011 — 21.48%; 2016 — 21,18%. To
summarize, it can be argued that there is currently
a tendency in Ukraine for insufficient financing
of innovation activity, which reduces innovation
activity only to the improvement of already exist-
ing prototypes. The main factors inhibiting inno-
vation activity include the lack of own funds and
the high cost of innovation.

The next threat is related to the low tech-
nological potential of PTM, because domestic
transport engineering has a relatively low techni-
cal-economic level, poorly developed component
production. Thus, only 27.8% of industry uses
technological processes with an average age of
5 years [4].

One of the important threats is that industrial
production in Ukraine is largely energy dependent
and the systematic increase in prices for gas, elec-
tricity, fuel and lubricants substantially affects the
level of prices, and thus the competitiveness of
products and enterprises in general [5, 6].

Labor resources play an important role in the
production of automotive equipment. The high
staff turnover negatively affects the competitive-
ness of products.

The average number of permanent employ-
ees of mechanical engineering enterprises for the
period from 2010 to 2017 decreased, which is typ-
ical for the enterprises of the industry as a whole.
The number of jobs taken as well as the number of
workers released during the period under review
in industry varies in a straightforward proportion
(table 1).
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Table 1

Employment in industry and machine-building industry of Ukraine, thousand people, [7; 8]

The average number| Average .
of employees in the | number of Number qf N_umber of | Conversion Outflow
Years . A~ . . accepted in | discharged rate of turnover
machine-building industrial . o . .
. industry inindustry | admission ratio
industry workers
20M 958 4267,2 260,5 113,5 0,06 0,02
2012 867 4063,5 286,3 83,4 0,07 0,02
2013 810 3943,6 295,9 73,0 0,07 0,01
2014 793 3941,2 101,5 46,6 0,03 0,01
2015 773 3913,3 312,2 46,2 0,08 0,01
2016 740 3362,0 302,9 50,7 0,09 0,01

According to the statistical data givenin Table 1,
we can note that a quarter of all hired workers in
industry have incomplete higher education, while
only one-sixth of all employees in industry have
higher education.

In addition, the sixth part of the workforce is
retired, and this indicator for the analyzed period
tends to increase, which also indicates a decrease
in the quality of staff working in industrial enter-
prises.

Skilled professionals provide only 40% of the
sector, although it is positively estimated that
there is an increase in the number of employees
who have increased their qualifications and stud-
ied new professions. However, their share is less
than 15% and 7% respectively; this situation can-
not be assessed as positive. The consequence
of this situation may be not only the low level of
competitiveness of products, R & D, but also ulti-
mately the fall in the level of financial status of the
industry as a whole.

Such a situation calls into question the
achievement of an adequate level of intellectual
and personnel indicators of economic security in
the whole industry and in particular in machine
building.

According to [9], the ratio of external and
internal threats to the enterprise is 20:80, that is,
4/5 of all problems arise in the enterprise itself
from the staff side. One can agree with the opin-
ion of scientists Kozachenko G. V., Ponomarev
V. P, Lyashenko O. M. [10] that the workforce of
any organization is positioning as its weakest link
in maintaining information that has a direct impact
on the level of economic security.

The following position is supported by schol-
ars [11], which determine the following list of neg-
ative influences of employees at the level of its EB:

— Conscious or unconscious actions of individ-
ual employees (regardless of rank and position);

— Influence on the top management of repre-
sentatives of state authorities, including supervi-
sory bodies;

— The influence of competitors in order to
reduce the personnel potential of the enterprise;
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— Acceptance by employees of ineffective deci-
sions as a result of negligence, lack of sufficient
qualification, bribery;

— Scams from leading experts and representa-
tives of top management;

— Falsification of documents by employees; —
unauthorized and uncoordinated actions with the
assets of the enterprise;

— Unauthorized access to and disclosure of
confidential information;

Such a situation calls into question the achieve-
ment of an adequate level of intellectual and per-
sonnel indicators of economic security in the whole
industry and in particular in machine building.

In the modern period of development of the
domestic machine-building complex can be
divided into three stages:

1) 1990-1999 - the phase of recession, the
period of a sharp decline in production due to the
transition from the command-administrative to
the market economy.

2) 2000-2008 period of chaotic development of
the industry, which was characterized by insignif-
icant increases in the level of profitability of enter-
prises of the machine-building complex due to
investments in the industrial complex.

3) In 2009-2017, in general, the industry noted
a slight increase in volumes of released products,
despite a decrease in its number by some sepa-
rate groups [12].

According to the statistics collected in
Table 4, the total amount of fixed assets in the
machine-building industry has been steadily
increasing over the past years.

The positive moment is the excess of the coeffi-
cient of the introduction of the exit factor. However,
the rate of substitution is rather low, as evidenced
by the coefficient of compensation for the disposal
of fixed assets, calculated as the ratio of the num-
ber of departures to the introduced fixed assets.
According to our calculations it is: Kk,y;,=0,63;
KKy012=0,59; KKy013=0,42; KKy5,=0,34; KKy55=0,28;
KKy016=0,30; KKyo,=0,31.

According to the above data, the share of losses
among domestic enterprises is critically high, in
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Table 2
Distribution of employees by level of education and age at industrial enterprises of Ukraine, [7; 8]
I_nlelduaIs with Individuals with Number of
Number of lncon_1ple_te and complete higher working Nur_nber of
Years basic higher - . working youth
employees education education pensioners
of all % of all % of all % of all %
2012 4063,5 889,6 25,0 538,1 15,1 604,7 17,0 623,0 17,5
2013 3943,6 874,3 25,6 548,5 16,0 595,4 17,3 626,0 18,2
2014 3941,2 850,0 24,6 557,6 16,1 585,4 16,9 1083,9 31,3
2015 3913,3 839,0 24,4 582,4 16,9 580,3 16,9 1086,5 31,6
2016 3851,8 806,3 23,9 594,4 17,6 584,2 17,3 1068,3 31,7
Table 3
Indicators of the movement of fixed assets and their status
in the machine-building industry, UAH million [2; 3; 4]
Movement
Years Years Cost Putint Rate of tout Residual Degree of
Cost operatign inpaut"/:% Deleted f(a):tgr% value wear, %
1 2 3 4 5 6 7 8
20M 50590 881 1,74 554 1,09 21724
2012 49567 887 1,78 530 1,07 20728 58,2
2013 54233 1265 2,33 540 0,99 20956 61,4
2014 50544 1713 3,39 592 117 20998 58,5
2015 58488 1809 3,09 522 0,89 22239 62,0
2016 56784 2042 3,69 625 1,10 21354 63,5

particular, in 2016 — 38.5%, with a low profitability
of all activities — 7% in the same period. One can
assume that one of the key threats to domestic
machine-building enterprises is the low efficiency
and unloading of production capacities.

Thus, summing up the study of destabilizing
factors of the internal environment of economic
security of machine-building enterprises, one can
establish the existence of a significant influence
of the personnel, in this connection, the problem
of management of human capital with the aim of
achieving a stable level of economic security is
actualized.

Conclusions. By investigating the destabilizing
factors of the internal and external environment of
the enterprises of transport engineering, the exis-
tence of excessive interference of state bodies in
production activity, which manifests itself in an
unjustified number of scheduled and unscheduled
inspections, burdens with excessively rigid regu-

lations, national standards and / or technical con-
ditions, etc., was established. This situation leads
to an increase in the number of unofficial ways to
resolve issues with public authorities.

On the basis of the analytical assessment of
the state of ensuring the economic security of
domestic machine-building enterprises, it has
been established that more than a third of enter-
prises are loss-making, despite the level of finan-
cial results, which is why one can explain the
current situation which is now accompanied by
the fall of production, curtailment of innovation
projects, the release of highly skilled personnel,
decrease level of investment in fixed capital and
reorientation of production; Apart from lost pro-
duction and distribution channels and difficulties
with their restoration, significant negative factors
are excessive state interference in economic pro-
cesses, significant influence of world competition
and imperfection of the domestic market.
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FUNCTIONAL CHARACTERISTICS OF DESTABILIZING FACTORS
OF THE INTERNAL ENVIRONMENT OF ECONOMIC SECURITY
OF MACHINE-BUILDING ENTERPRISES

In particularly difficult circumstances today, domestic engineering has appeared. Today, the
machine-building sector has faced a number of problems, primarily because of geopolitical changes
in the external environment. In the context of the constant growth of competition in world markets, the
national machine-building industry faced challenges of a strategic nature. In addition, many external
and internal factors that have a negative impact on machine building and require research.

The machine-building complex is the main component of the larger processing industry, whose con-
tribution to gross value added in the processing industry is 25% and, in turn, about 3.5% to the gross
domestic product of Ukraine.

By investigating the destabilizing factors of the internal and external environments of machine-build-
ing enterprises, the existence of excessive interference of state bodies in production activities, which
manifests itself in an unjustified number of scheduled and unscheduled inspections, burdens with
excessively rigid regulations, national standards and/or technical specifications, was established. This
situation leads to an increase in the number of unofficial ways to resolve issues with public authorities.

The article deals with the systematization of external and internal threats to the economic safety of
machine-building enterprises by establishing and statistically confirming the list of key threats, which
enabled to justify the priority areas of activity in the field of integrated provision of economic security of
enterprises through the application of mutually agreed actions at macro and micro levels.

Key words: economic security, machine-building enterprises, external and internal threats, financial
status, innovative activity.
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